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DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND O F THE COUNCIL 
 
of 24 October 1995 
 
on the protection of individuals with regard to the  processing of 
personal data and on the free movement of such data  
 
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION, 
 
Having regard to the Treaty establishing the Europe an Community, and in 
particular Article 100a thereof, 
 
Having regard to the proposal from the Commission ( 1), 
 
Having regard to the opinion of the Economic and So cial Committee (2), 
 
Acting in accordance with the procedure referred to  in Article 189b of 
the Treaty (3), 
 
(1) Whereas the objectives of the Community, as lai d down in the Treaty, 
as amended by the Treaty on European Union, include  creating an ever 
closer union among the peoples of Europe, fostering  closer relations 
between the States belonging to the Community, ensu ring economic and 
social progress by common action to eliminate the b arriers which divide 
Europe, encouraging the constant improvement of the  living conditions of 
its peoples, preserving and strengthening peace and  liberty and 
promoting democracy on the basis of the fundamental  rights recognized in 
the constitution and laws of the Member States and in the European 
Convention for the Protection of Human Rights and F undamental Freedoms; 
 
(2) Whereas data-processing systems are designed to  serve man; whereas 
they must, whatever the nationality or residence of  natural persons, 
respect their fundamental rights and freedoms, nota bly the right to 
privacy, and contribute to economic and social prog ress, trade expansion 
and the well-being of individuals; 
 
(3) Whereas the establishment and functioning of an  internal market in 
which, in accordance with Article 7a of the Treaty,  the free movement of 
goods, persons, services and capital is ensured req uire not only that 
personal data should be able to flow freely from on e Member State to 
another, but also that the fundamental rights of in dividuals should be 
safeguarded; 
 
(4) Whereas increasingly frequent recourse is being  had in the Community 
to the processing of personal data in the various s pheres of economic 
and social activity; whereas the progress made in i nformation technology 



is making the processing and exchange of such data considerably easier; 
 
(5) Whereas the economic and social integration res ulting from the 
establishment and functioning of the internal marke t within the meaning 
of Article 7a of the Treaty will necessarily lead t o a substantial 
increase in cross-border flows of personal data bet ween all those 
involved in a private or public capacity in economi c and social activity 
in the Member States; whereas the exchange of perso nal data between 
undertakings in different Member States is set to i ncrease; whereas the 
national authorities in the various Member States a re being called upon 
by virtue of Community law to collaborate and excha nge personal data so 
as to be able to perform their duties or carry out tasks on behalf of an 
authority in another Member State within the contex t of the area without 
internal frontiers as constituted by the internal m arket; 
 
(6) Whereas, furthermore, the increase in scientifi c and technical 
cooperation and the coordinated introduction of new  telecommunications 
networks in the Community necessitate and facilitat e cross-border flows 
of personal data; 
 
(7) Whereas the difference in levels of protection of the rights and 
freedoms of individuals, notably the right to priva cy, with regard to 
the processing of personal data afforded in the Mem ber States may 
prevent the transmission of such data from the terr itory of one Member 
State to that of another Member State; whereas this  difference may 
therefore constitute an obstacle to the pursuit of a number of economic 
activities at Community level, distort competition and impede 
authorities in the discharge of their responsibilit ies under Community 
law; whereas this difference in levels of protectio n is due to the 
existence of a wide variety of national laws, regul ations and 
administrative provisions; 
 
(8) Whereas, in order to remove the obstacles to fl ows of personal data, 
the level of protection of the rights and freedoms of individuals with 
regard to the processing of such data must be equiv alent in all Member 
States; whereas this objective is vital to the inte rnal market but 
cannot be achieved by the Member States alone, espe cially in view of the 
scale of the divergences which currently exist betw een the relevant laws 
in the Member States and the need to coordinate the  laws of the Member 
States so as to ensure that the cross-border flow o f personal data is 
regulated in a consistent manner that is in keeping  with the objective 
of the internal market as provided for in Article 7 a of the Treaty; 
whereas Community action to approximate those laws is therefore needed; 
 
(9) Whereas, given the equivalent protection result ing from the 
approximation of national laws, the Member States w ill no longer be able 
to inhibit the free movement between them of person al data on grounds 
relating to protection of the rights and freedoms o f individuals, and in 
particular the right to privacy; whereas Member Sta tes will be left a 
margin for manoeuvre, which may, in the context of implementation of the 
Directive, also be exercised by the business and so cial partners; 
whereas Member States will therefore be able to spe cify in their 
national law the general conditions governing the l awfulness of data 
processing; whereas in doing so the Member States s hall strive to 
improve the protection currently provided by their legislation; whereas, 
within the limits of this margin for manoeuvre and in accordance with 
Community law, disparities could arise in the imple mentation of the 
Directive, and this could have an effect on the mov ement of data within 
a Member State as well as within the Community; 
 
(10) Whereas the object of the national laws on the  processing of 



personal data is to protect fundamental rights and freedoms, notably the 
right to privacy, which is recognized both in Artic le 8 of the European 
Convention for the Protection of Human Rights and F undamental Freedoms 
and in the general principles of Community law; whe reas, for that 
reason, the approximation of those laws must not re sult in any lessening 
of the protection they afford but must, on the cont rary, seek to ensure 
a high level of protection in the Community; 
 
(11) Whereas the principles of the protection of th e rights and freedoms 
of individuals, notably the right to privacy, which  are contained in 
this Directive, give substance to and amplify those  contained in the 
Council of Europe Convention of 28 January 1981 for  the Protection of 
Individuals with regard to Automatic Processing of Personal Data; 
 
(12) Whereas the protection principles must apply t o all processing of 
personal data by any person whose activities are go verned by Community 
law; whereas there should be excluded the processin g of data carried out 
by a natural person in the exercise of activities w hich are exclusively 
personal or domestic, such as correspondence and th e holding of records 
of addresses; 
 
(13) Whereas the acitivities referred to in Titles V and VI of the 
Treaty on European Union regarding public safety, d efence, State 
security or the acitivities of the State in the are a of criminal laws 
fall outside the scope of Community law, without pr ejudice to the 
obligations incumbent upon Member States under Arti cle 56 (2), Article 
57 or Article 100a of the Treaty establishing the E uropean Community; 
whereas the processing of personal data that is nec essary to safeguard 
the economic well-being of the State does not fall within the scope of 
this Directive where such processing relates to Sta te security matters; 
 
(14) Whereas, given the importance of the developme nts under way, in the 
framework of the information society, of the techni ques used to capture, 
transmit, manipulate, record, store or communicate sound and image data 
relating to natural persons, this Directive should be applicable to 
processing involving such data; 
 
(15) Whereas the processing of such data is covered  by this Directive 
only if it is automated or if the data processed ar e contained or are 
intended to be contained in a filing system structu red according to 
specific criteria relating to individuals, so as to  permit easy access 
to the personal data in question; 
 
(16) Whereas the processing of sound and image data , such as in cases of 
video surveillance, does not come within the scope of this Directive if 
it is carried out for the purposes of public securi ty, defence, national 
security or in the course of State activities relat ing to the area of 
criminal law or of other activities which do not co me within the scope 
of Community law; 
 
(17) Whereas, as far as the processing of sound and  image data carried 
out for purposes of journalism or the purposes of l iterary or artistic 
expression is concerned, in particular in the audio visual field, the 
principles of the Directive are to apply in a restr icted manner 
according to the provisions laid down in Article 9;  
 
(18) Whereas, in order to ensure that individuals a re not deprived of 
the protection to which they are entitled under thi s Directive, any 
processing of personal data in the Community must b e carried out in 
accordance with the law of one of the Member States ; whereas, in this 
connection, processing carried out under the respon sibility of a 



controller who is established in a Member State sho uld be governed by 
the law of that State; 
 
(19) Whereas establishment on the territory of a Me mber State implies 
the effective and real exercise of activity through  stable arrangements; 
whereas the legal form of such an establishment, wh ether simply branch 
or a subsidiary with a legal personality, is not th e determining factor 
in this respect; whereas, when a single controller is established on the 
territory of several Member States, particularly by  means of 
subsidiaries, he must ensure, in order to avoid any  circumvention of 
national rules, that each of the establishments ful fils the obligations 
imposed by the national law applicable to its activ ities; 
 
(20) Whereas the fact that the processing of data i s carried out by a 
person established in a third country must not stan d in the way of the 
protection of individuals provided for in this Dire ctive; whereas in 
these cases, the processing should be governed by t he law of the Member 
State in which the means used are located, and ther e should be 
guarantees to ensure that the rights and obligation s provided for in 
this Directive are respected in practice; 
 
(21) Whereas this Directive is without prejudice to  the rules of 
territoriality applicable in criminal matters; 
 
(22) Whereas Member States shall more precisely def ine in the laws they 
enact or when bringing into force the measures take n under this 
Directive the general circumstances in which proces sing is lawful; 
whereas in particular Article 5, in conjunction wit h Articles 7 and 8, 
allows Member States, independently of general rule s, to provide for 
special processing conditions for specific sectors and for the various 
categories of data covered by Article 8; 
 
(23) Whereas Member States are empowered to ensure the implementation of 
the protection of individuals both by means of a ge neral law on the 
protection of individuals as regards the processing  of personal data and 
by sectorial laws such as those relating, for examp le, to statistical 
institutes; 
 
(24) Whereas the legislation concerning the protect ion of legal persons 
with regard to the processing data which concerns t hem is not affected 
by this Directive; 
 
(25) Whereas the principles of protection must be r eflected, on the one 
hand, in the obligations imposed on persons, public  authorities, 
enterprises, agencies or other bodies responsible f or processing, in 
particular regarding data quality, technical securi ty, notification to 
the supervisory authority, and the circumstances un der which processing 
can be carried out, and, on the other hand, in the right conferred on 
individuals, the data on whom are the subject of pr ocessing, to be 
informed that processing is taking place, to consul t the data, to 
request corrections and even to object to processin g in certain 
circumstances; 
 
(26) Whereas the principles of protection must appl y to any information 
concerning an identified or identifiable person; wh ereas, to determine 
whether a person is identifiable, account should be  taken of all the 
means likely reasonably to be used either by the co ntroller or by any 
other person to identify the said person; whereas t he principles of 
protection shall not apply to data rendered anonymo us in such a way that 
the data subject is no longer identifiable; whereas  codes of conduct 
within the meaning of Article 27 may be a useful in strument for 



providing guidance as to the ways in which data may  be rendered 
anonymous and retained in a form in which identific ation of the data 
subject is no longer possible; 
 
(27) Whereas the protection of individuals must app ly as much to 
automatic processing of data as to manual processin g; whereas the scope 
of this protection must not in effect depend on the  techniques used, 
otherwise this would create a serious risk of circu mvention; whereas, 
nonetheless, as regards manual processing, this Dir ective covers only 
filing systems, not unstructured files; whereas, in  particular, the 
content of a filing system must be structured accor ding to specific 
criteria relating to individuals allowing easy acce ss to the personal 
data; whereas, in line with the definition in Artic le 2 (c), the 
different criteria for determining the constituents  of a structured set 
of personal data, and the different criteria govern ing access to such a 
set, may be laid down by each Member State; whereas  files or sets of 
files as well as their cover pages, which are not s tructured according 
to specific criteria, shall under no circumstances fall within the scope 
of this Directive; 
 
(28) Whereas any processing of personal data must b e lawful and fair to 
the individuals concerned; whereas, in particular, the data must be 
adequate, relevant and not excessive in relation to  the purposes for 
which they are processed; whereas such purposes mus t be explicit and 
legitimate and must be determined at the time of co llection of the data; 
whereas the purposes of processing further to colle ction shall not be 
incompatible with the purposes as they were origina lly specified; 
 
(29) Whereas the further processing of personal dat a for historical, 
statistical or scientific purposes is not generally  to be considered 
incompatible with the purposes for which the data h ave previously been 
collected provided that Member States furnish suita ble safeguards; 
whereas these safeguards must in particular rule ou t the use of the data 
in support of measures or decisions regarding any p articular individual; 
 
(30) Whereas, in order to be lawful, the processing  of personal data 
must in addition be carried out with the consent of  the data subject or 
be necessary for the conclusion or performance of a  contract binding on 
the data subject, or as a legal requirement, or for  the performance of a 
task carried out in the public interest or in the e xercise of official 
authority, or in the legitimate interests of a natu ral or legal person, 
provided that the interests or the rights and freed oms of the data 
subject are not overriding; whereas, in particular,  in order to maintain 
a balance between the interests involved while guar anteeing effective 
competition, Member States may determine the circum stances in which 
personal data may be used or disclosed to a third p arty in the context 
of the legitimate ordinary business activities of c ompanies and other 
bodies; whereas Member States may similarly specify  the conditions under 
which personal data may be disclosed to a third par ty for the purposes 
of marketing whether carried out commercially or by  a charitable 
organization or by any other association or foundat ion, of a political 
nature for example, subject to the provisions allow ing a data subject to 
object to the processing of data regarding him, at no cost and without 
having to state his reasons; 
 
(31) Whereas the processing of personal data must e qually be regarded as 
lawful where it is carried out in order to protect an interest which is 
essential for the data subject's life; 
 
(32) Whereas it is for national legislation to dete rmine whether the 
controller performing a task carried out in the pub lic interest or in 



the exercise of official authority should be a publ ic administration or 
another natural or legal person governed by public law, or by private 
law such as a professional association; 
 
(33) Whereas data which are capable by their nature  of infringing 
fundamental freedoms or privacy should not be proce ssed unless the data 
subject gives his explicit consent; whereas, howeve r, derogations from 
this prohibition must be explicitly provided for in  respect of specific 
needs, in particular where the processing of these data is carried out 
for certain health-related purposes by persons subj ect to a legal 
obligation of professional secrecy or in the course  of legitimate 
activities by certain associations or foundations t he purpose of which 
is to permit the exercise of fundamental freedoms; 
 
(34) Whereas Member States must also be authorized,  when justified by 
grounds of important public interest, to derogate f rom the prohibition 
on processing sensitive categories of data where im portant reasons of 
public interest so justify in areas such as public health and social 
protection - especially in order to ensure the qual ity and 
cost-effectiveness of the procedures used for settl ing claims for 
benefits and services in the health insurance syste m - scientific 
research and government statistics; whereas it is i ncumbent on them, 
however, to provide specific and suitable safeguard s so as to protect 
the fundamental rights and the privacy of individua ls; 
 
(35) Whereas, moreover, the processing of personal data by official 
authorities for achieving aims, laid down in consti tutional law or 
international public law, of officially recognized religious 
associations is carried out on important grounds of  public interest; 
 
(36) Whereas where, in the course of electoral acti vities, the operation 
of the democratic system requires in certain Member  States that 
political parties compile data on people's politica l opinion, the 
processing of such data may be permitted for reason s of important public 
interest, provided that appropriate safeguards are established; 
 
(37) Whereas the processing of personal data for pu rposes of journalism 
or for purposes of literary of artistic expression,  in particular in the 
audiovisual field, should qualify for exemption fro m the requirements of 
certain provisions of this Directive in so far as t his is necessary to 
reconcile the fundamental rights of individuals wit h freedom of 
information and notably the right to receive and im part information, as 
guaranteed in particular in Article 10 of the Europ ean Convention for 
the Protection of Human Rights and Fundamental Free doms; whereas Member 
States should therefore lay down exemptions and der ogations necessary 
for the purpose of balance between fundamental righ ts as regards general 
measures on the legitimacy of data processing, meas ures on the transfer 
of data to third countries and the power of the sup ervisory authority; 
whereas this should not, however, lead Member State s to lay down 
exemptions from the measures to ensure security of processing; whereas 
at least the supervisory authority responsible for this sector should 
also be provided with certain ex-post powers, e.g. to publish a regular 
report or to refer matters to the judicial authorit ies; 
 
(38) Whereas, if the processing of data is to be fa ir, the data subject 
must be in a position to learn of the existence of a processing 
operation and, where data are collected from him, m ust be given accurate 
and full information, bearing in mind the circumsta nces of the collection; 
 
(39) Whereas certain processing operations involve data which the 
controller has not collected directly from the data  subject; whereas, 



furthermore, data can be legitimately disclosed to a third party, even 
if the disclosure was not anticipated at the time t he data were 
collected from the data subject; whereas, in all th ese cases, the data 
subject should be informed when the data are record ed or at the latest 
when the data are first disclosed to a third party;  
 
(40) Whereas, however, it is not necessary to impos e this obligation of 
the data subject already has the information; where as, moreover, there 
will be no such obligation if the recording or disc losure are expressly 
provided for by law or if the provision of informat ion to the data 
subject proves impossible or would involve dispropo rtionate efforts, 
which could be the case where processing is for his torical, statistical 
or scientific purposes; whereas, in this regard, th e number of data 
subjects, the age of the data, and any compensatory  measures adopted may 
be taken into consideration; 
 
(41) Whereas any person must be able to exercise th e right of access to 
data relating to him which are being processed, in order to verify in 
particular the accuracy of the data and the lawfuln ess of the 
processing; whereas, for the same reasons, every da ta subject must also 
have the right to know the logic involved in the au tomatic processing of 
data concerning him, at least in the case of the au tomated decisions 
referred to in Article 15 (1); whereas this right m ust not adversely 
affect trade secrets or intellectual property and i n particular the 
copyright protecting the software; whereas these co nsiderations must 
not, however, result in the data subject being refu sed all information; 
 
(42) Whereas Member States may, in the interest of the data subject or 
so as to protect the rights and freedoms of others,  restrict rights of 
access and information; whereas they may, for examp le, specify that 
access to medical data may be obtained only through  a health professional; 
 
(43) Whereas restrictions on the rights of access a nd information and on 
certain obligations of the controller may similarly  be imposed by Member 
States in so far as they are necessary to safeguard , for example, 
national security, defence, public safety, or impor tant economic or 
financial interests of a Member State or the Union,  as well as criminal 
investigations and prosecutions and action in respe ct of breaches of 
ethics in the regulated professions; whereas the li st of exceptions and 
limitations should include the tasks of monitoring,  inspection or 
regulation necessary in the three last-mentioned ar eas concerning public 
security, economic or financial interests and crime  prevention; whereas 
the listing of tasks in these three areas does not affect the legitimacy 
of exceptions or restrictions for reasons of State security or defence; 
 
(44) Whereas Member States may also be led, by virt ue of the provisions 
of Community law, to derogate from the provisions o f this Directive 
concerning the right of access, the obligation to i nform individuals, 
and the quality of data, in order to secure certain  of the purposes 
referred to above; 
 
(45) Whereas, in cases where data might lawfully be  processed on grounds 
of public interest, official authority or the legit imate interests of a 
natural or legal person, any data subject should ne vertheless be 
entitled, on legitimate and compelling grounds rela ting to his 
particular situation, to object to the processing o f any data relating 
to himself; whereas Member States may nevertheless lay down national 
provisions to the contrary; 
 
(46) Whereas the protection of the rights and freed oms of data subjects 
with regard to the processing of personal data requ ires that appropriate 



technical and organizational measures be taken, bot h at the time of the 
design of the processing system and at the time of the processing 
itself, particularly in order to maintain security and thereby to 
prevent any unauthorized processing; whereas it is incumbent on the 
Member States to ensure that controllers comply wit h these measures; 
whereas these measures must ensure an appropriate l evel of security, 
taking into account the state of the art and the co sts of their 
implementation in relation to the risks inherent in  the processing and 
the nature of the data to be protected; 
 
(47) Whereas where a message containing personal da ta is transmitted by 
means of a telecommunications or electronic mail se rvice, the sole 
purpose of which is the transmission of such messag es, the controller in 
respect of the personal data contained in the messa ge will normally be 
considered to be the person from whom the message o riginates, rather 
than the person offering the transmission services;  whereas, 
nevertheless, those offering such services will nor mally be considered 
controllers in respect of the processing of the add itional personal data 
necessary for the operation of the service; 
 
(48) Whereas the procedures for notifying the super visory authority are 
designed to ensure disclosure of the purposes and m ain features of any 
processing operation for the purpose of verificatio n that the operation 
is in accordance with the national measures taken u nder this Directive; 
 
(49) Whereas, in order to avoid unsuitable administ rative formalities, 
exemptions from the obligation to notify and simpli fication of the 
notification required may be provided for by Member  States in cases 
where processing is unlikely adversely to affect th e rights and freedoms 
of data subjects, provided that it is in accordance  with a measure taken 
by a Member State specifying its limits; whereas ex emption or 
simplification may similarly be provided for by Mem ber States where a 
person appointed by the controller ensures that the  processing carried 
out is not likely adversely to affect the rights an d freedoms of data 
subjects; whereas such a data protection official, whether or not an 
employee of the controller, must be in a position t o exercise his 
functions in complete independence; 
 
(50) Whereas exemption or simplification could be p rovided for in cases 
of processing operations whose sole purpose is the keeping of a register 
intended, according to national law, to provide inf ormation to the 
public and open to consultation by the public or by  any person 
demonstrating a legitimate interest; 
 
(51) Whereas, nevertheless, simplification or exemp tion from the 
obligation to notify shall not release the controll er from any of the 
other obligations resulting from this Directive; 
 
(52) Whereas, in this context, ex post facto verifi cation by the 
competent authorities must in general be considered  a sufficient measure; 
 
(53) Whereas, however, certain processing operation  are likely to pose 
specific risks to the rights and freedoms of data s ubjects by virtue of 
their nature, their scope or their purposes, such a s that of excluding 
individuals from a right, benefit or a contract, or  by virtue of the 
specific use of new technologies; whereas it is for  Member States, if 
they so wish, to specify such risks in their legisl ation; 
 
(54) Whereas with regard to all the processing unde rtaken in society, 
the amount posing such specific risks should be ver y limited; whereas 
Member States must provide that the supervisory aut hority, or the data 



protection official in cooperation with the authori ty, check such 
processing prior to it being carried out; whereas f ollowing this prior 
check, the supervisory authority may, according to its national law, 
give an opinion or an authorization regarding the p rocessing; whereas 
such checking may equally take place in the course of the preparation 
either of a measure of the national parliament or o f a measure based on 
such a legislative measure, which defines the natur e of the processing 
and lays down appropriate safeguards; 
 
(55) Whereas, if the controller fails to respect th e rights of data 
subjects, national legislation must provide for a j udicial remedy; 
whereas any damage which a person may suffer as a r esult of unlawful 
processing must be compensated for by the controlle r, who may be 
exempted from liability if he proves that he is not  responsible for the 
damage, in particular in cases where he establishes  fault on the part of 
the data subject or in case of force majeure; where as sanctions must be 
imposed on any person, whether governed by private of public law, who 
fails to comply with the national measures taken un der this Directive; 
 
(56) Whereas cross-border flows of personal data ar e necessary to the 
expansion of international trade; whereas the prote ction of individuals 
guaranteed in the Community by this Directive does not stand in the way 
of transfers of personal data to third countries wh ich ensure an 
adequate level of protection; whereas the adequacy of the level of 
protection afforded by a third country must be asse ssed in the light of 
all the circumstances surrounding the transfer oper ation or set of 
transfer operations; 
 
(57) Whereas, on the other hand, the transfer of pe rsonal data to a 
third country which does not ensure an adequate lev el of protection must 
be prohibited; 
 
(58) Whereas provisions should be made for exemptio ns from this 
prohibition in certain circumstances where the data  subject has given 
his consent, where the transfer is necessary in rel ation to a contract 
or a legal claim, where protection of an important public interest so 
requires, for example in cases of international tra nsfers of data 
between tax or customs administrations or between s ervices competent for 
social security matters, or where the transfer is m ade from a register 
established by law and intended for consultation by  the public or 
persons having a legitimate interest; whereas in th is case such a 
transfer should not involve the entirety of the dat a or entire 
categories of the data contained in the register an d, when the register 
is intended for consultation by persons having a le gitimate interest, 
the transfer should be made only at the request of those persons or if 
they are to be the recipients; 
 
(59) Whereas particular measures may be taken to co mpensate for the lack 
of protection in a third country in cases where the  controller offers 
appropriate safeguards; whereas, moreover, provisio n must be made for 
procedures for negotiations between the Community a nd such third countries; 
 
(60) Whereas, in any event, transfers to third coun tries may be effected 
only in full compliance with the provisions adopted  by the Member States 
pursuant to this Directive, and in particular Artic le 8 thereof; 
 
(61) Whereas Member States and the Commission, in t heir respective 
spheres of competence, must encourage the trade ass ociations and other 
representative organizations concerned to draw up c odes of conduct so as 
to facilitate the application of this Directive, ta king account of the 
specific characteristics of the processing carried out in certain 



sectors, and respecting the national provisions ado pted for its 
implementation; 
 
(62) Whereas the establishment in Member States of supervisory 
authorities, exercising their functions with comple te independence, is 
an essential component of the protection of individ uals with regard to 
the processing of personal data; 
 
(63) Whereas such authorities must have the necessa ry means to perform 
their duties, including powers of investigation and  intervention, 
particularly in cases of complaints from individual s, and powers to 
engage in legal proceedings; whereas such authoriti es must help to 
ensure transparency of processing in the Member Sta tes within whose 
jurisdiction they fall; 
 
(64) Whereas the authorities in the different Membe r States will need to 
assist one another in performing their duties so as  to ensure that the 
rules of protection are properly respected througho ut the European Union; 
 
(65) Whereas, at Community level, a Working Party o n the Protection of 
Individuals with regard to the Processing of Person al Data must be set 
up and be completely independent in the performance  of its functions; 
whereas, having regard to its specific nature, it m ust advise the 
Commission and, in particular, contribute to the un iform application of 
the national rules adopted pursuant to this Directi ve; 
 
(66) Whereas, with regard to the transfer of data t o third countries, 
the application of this Directive calls for the con ferment of powers of 
implementation on the Commission and the establishm ent of a procedure as 
laid down in Council Decision 87/373/EEC (1); 
 
(67) Whereas an agreement on a modus vivendi betwee n the European 
Parliament, the Council and the Commission concerni ng the implementing 
measures for acts adopted in accordance with the pr ocedure laid down in 
Article 189b of the EC Treaty was reached on 20 Dec ember 1994; 
 
(68) Whereas the principles set out in this Directi ve regarding the 
protection of the rights and freedoms of individual s, notably their 
right to privacy, with regard to the processing of personal data may be 
supplemented or clarified, in particular as far as certain sectors are 
concerned, by specific rules based on those princip les; 
 
(69) Whereas Member States should be allowed a peri od of not more than 
three years from the entry into force of the nation al measures 
transposing this Directive in which to apply such n ew national rules 
progressively to all processing operations already under way; whereas, 
in order to facilitate their cost-effective impleme ntation, a further 
period expiring 12 years after the date on which th is Directive is 
adopted will be allowed to Member States to ensure the conformity of 
existing manual filing systems with certain of the Directive's 
provisions; whereas, where data contained in such f iling systems are 
manually processed during this extended transition period, those systems 
must be brought into conformity with these provisio ns at the time of 
such processing; 
 
(70) Whereas it is not necessary for the data subje ct to give his 
consent again so as to allow the controller to cont inue to process, 
after the national provisions taken pursuant to thi s Directive enter 
into force, any sensitive data necessary for the pe rformance of a 
contract concluded on the basis of free and informe d consent before the 
entry into force of these provisions; 



 
(71) Whereas this Directive does not stand in the w ay of a Member 
State's regulating marketing activities aimed at co nsumers residing in 
territory in so far as such regulation does not con cern the protection 
of individuals with regard to the processing of per sonal data; 
 
(72) Whereas this Directive allows the principle of  public access to 
official documents to be taken into account when im plementing the 
principles set out in this Directive, 
 
HAVE ADOPTED THIS DIRECTIVE: 
 
CHAPTER I GENERAL PROVISIONS 
 
Article 1 
 
Object of the Directive 
 
1. In accordance with this Directive, Member States  shall protect the 
fundamental rights and freedoms of natural persons,  and in particular 
their right to privacy with respect to the processi ng of personal data. 
 
2. Member States shall neither restrict nor prohibi t the free flow of 
personal data between Member States for reasons con nected with the 
protection afforded under paragraph 1. 
 
Article 2 
 
Definitions 
 
For the purposes of this Directive: 
 
(a) 'personal data' shall mean any information rela ting to an identified 
or identifiable natural person ('data subject'); an  identifiable person 
is one who can be identified, directly or indirectl y, in particular by 
reference to an identification number or to one or more factors specific 
to his physical, physiological, mental, economic, c ultural or social 
identity; 
 
(b) 'processing of personal data' ('processing') sh all mean any 
operation or set of operations which is performed u pon personal data, 
whether or not by automatic means, such as collecti on, recording, 
organization, storage, adaptation or alteration, re trieval, 
consultation, use, disclosure by transmission, diss emination or 
otherwise making available, alignment or combinatio n, blocking, erasure 
or destruction; 
 
(c) 'personal data filing system' ('filing system')  shall mean any 
structured set of personal data which are accessibl e according to 
specific criteria, whether centralized, decentraliz ed or dispersed on a 
functional or geographical basis; 
 
(d) 'controller' shall mean the natural or legal pe rson, public 
authority, agency or any other body which alone or jointly with others 
determines the purposes and means of the processing  of personal data; 
where the purposes and means of processing are dete rmined by national or 
Community laws or regulations, the controller or th e specific criteria 
for his nomination may be designated by national or  Community law; 
 
(e) 'processor' shall mean a natural or legal perso n, public authority, 
agency or any other body which processes personal d ata on behalf of the 



controller; 
 
(f) 'third party' shall mean any natural or legal p erson, public 
authority, agency or any other body other than the data subject, the 
controller, the processor and the persons who, unde r the direct 
authority of the controller or the processor, are a uthorized to process 
the data; 
 
(g) 'recipient' shall mean a natural or legal perso n, public authority, 
agency or any other body to whom data are disclosed , whether a third 
party or not; however, authorities which may receiv e data in the 
framework of a particular inquiry shall not be rega rded as recipients; 
 
(h) 'the data subject's consent' shall mean any fre ely given specific 
and informed indication of his wishes by which the data subject 
signifies his agreement to personal data relating t o him being processed. 
 
Article 3 
 
Scope 
 
1. This Directive shall apply to the processing of personal data wholly 
or partly by automatic means, and to the processing  otherwise than by 
automatic means of personal data which form part of  a filing system or 
are intended to form part of a filing system. 
 
2. This Directive shall not apply to the processing  of personal data: 
 
- in the course of an activity which falls outside the scope of 
Community law, such as those provided for by Titles  V and VI of the 
Treaty on European Union and in any case to process ing operations 
concerning public security, defence, State security  (including the 
economic well-being of the State when the processin g operation relates 
to State security matters) and the activities of th e State in areas of 
criminal law, 
 
- by a natural person in the course of a purely per sonal or household 
activity. 
 
Article 4 
 
National law applicable 
 
1. Each Member State shall apply the national provi sions it adopts 
pursuant to this Directive to the processing of per sonal data where: 
 
(a) the processing is carried out in the context of  the activities of an 
establishment of the controller on the territory of  the Member State; 
when the same controller is established on the terr itory of several 
Member States, he must take the necessary measures to ensure that each 
of these establishments complies with the obligatio ns laid down by the 
national law applicable; 
 
(b) the controller is not established on the Member  State's territory, 
but in a place where its national law applies by vi rtue of international 
public law; 
 
(c) the controller is not established on Community territory and, for 
purposes of processing personal data makes use of e quipment, automated 
or otherwise, situated on the territory of the said  Member State, unless 
such equipment is used only for purposes of transit  through the 



territory of the Community. 
 
2. In the circumstances referred to in paragraph 1 (c), the controller 
must designate a representative established in the territory of that 
Member State, without prejudice to legal actions wh ich could be 
initiated against the controller himself. 
 
CHAPTER II GENERAL RULES ON THE LAWFULNESS OF THE P ROCESSING OF PERSONAL 
DATA 
 
Article 5 
 
Member States shall, within the limits of the provi sions of this 
Chapter, determine more precisely the conditions un der which the 
processing of personal data is lawful. 
 
SECTION I 
 
PRINCIPLES RELATING TO DATA QUALITY 
 
Article 6 
 
1. Member States shall provide that personal data m ust be: 
 
(a) processed fairly and lawfully; 
 
(b) collected for specified, explicit and legitimat e purposes and not 
further processed in a way incompatible with those purposes. Further 
processing of data for historical, statistical or s cientific purposes 
shall not be considered as incompatible provided th at Member States 
provide appropriate safeguards; 
 
(c) adequate, relevant and not excessive in relatio n to the purposes for 
which they are collected and/or further processed; 
 
(d) accurate and, where necessary, kept up to date;  every reasonable 
step must be taken to ensure that data which are in accurate or 
incomplete, having regard to the purposes for which  they were collected 
or for which they are further processed, are erased  or rectified; 
 
(e) kept in a form which permits identification of data subjects for no 
longer than is necessary for the purposes for which  the data were 
collected or for which they are further processed. Member States shall 
lay down appropriate safeguards for personal data s tored for longer 
periods for historical, statistical or scientific u se. 
 
2. It shall be for the controller to ensure that pa ragraph 1 is complied 
with. 
 
SECTION II 
 
CRITERIA FOR MAKING DATA PROCESSING LEGITIMATE 
 
Article 7 
 
Member States shall provide that personal data may be processed only if: 
 
(a) the data subject has unambiguously given his co nsent; or 
 
(b) processing is necessary for the performance of a contract to which 
the data subject is party or in order to take steps  at the request of 



the data subject prior to entering into a contract;  or 
 
(c) processing is necessary for compliance with a l egal obligation to 
which the controller is subject; or 
 
(d) processing is necessary in order to protect the  vital interests of 
the data subject; or 
 
(e) processing is necessary for the performance of a task carried out in 
the public interest or in the exercise of official authority vested in 
the controller or in a third party to whom the data  are disclosed; or 
 
(f) processing is necessary for the purposes of the  legitimate interests 
pursued by the controller or by the third party or parties to whom the 
data are disclosed, except where such interests are  overridden by the 
interests for fundamental rights and freedoms of th e data subject which 
require protection under Article 1 (1). 
 
SECTION III 
 
SPECIAL CATEGORIES OF PROCESSING 
 
Article 8 
 
The processing of special categories of data 
 
1. Member States shall prohibit the processing of p ersonal data 
revealing racial or ethnic origin, political opinio ns, religious or 
philosophical beliefs, trade-union membership, and the processing of 
data concerning health or sex life. 
 
2. Paragraph 1 shall not apply where: 
 
(a) the data subject has given his explicit consent  to the processing of 
those data, except where the laws of the Member Sta te provide that the 
prohibition referred to in paragraph 1 may not be l ifted by the data 
subject's giving his consent; or 
 
(b) processing is necessary for the purposes of car rying out the 
obligations and specific rights of the controller i n the field of 
employment law in so far as it is authorized by nat ional law providing 
for adequate safeguards; or 
 
(c) processing is necessary to protect the vital in terests of the data 
subject or of another person where the data subject  is physically or 
legally incapable of giving his consent; or 
 
(d) processing is carried out in the course of its legitimate activities 
with appropriate guarantees by a foundation, associ ation or any other 
non-profit-seeking body with a political, philosoph ical, religious or 
trade-union aim and on condition that the processin g relates solely to 
the members of the body or to persons who have regu lar contact with it 
in connection with its purposes and that the data a re not disclosed to a 
third party without the consent of the data subject s; or 
 
(e) the processing relates to data which are manife stly made public by 
the data subject or is necessary for the establishm ent, exercise or 
defence of legal claims. 
 
3. Paragraph 1 shall not apply where processing of the data is required 
for the purposes of preventive medicine, medical di agnosis, the 



provision of care or treatment or the management of  health-care 
services, and where those data are processed by a h ealth professional 
subject under national law or rules established by national competent 
bodies to the obligation of professional secrecy or  by another person 
also subject to an equivalent obligation of secrecy . 
 
4. Subject to the provision of suitable safeguards,  Member States may, 
for reasons of substantial public interest, lay dow n exemptions in 
addition to those laid down in paragraph 2 either b y national law or by 
decision of the supervisory authority. 
 
5. Processing of data relating to offences, crimina l convictions or 
security measures may be carried out only under the  control of official 
authority, or if suitable specific safeguards are p rovided under 
national law, subject to derogations which may be g ranted by the Member 
State under national provisions providing suitable specific safeguards. 
However, a complete register of criminal conviction s may be kept only 
under the control of official authority. 
 
Member States may provide that data relating to adm inistrative sanctions 
or judgements in civil cases shall also be processe d under the control 
of official authority. 
 
6. Derogations from paragraph 1 provided for in par agraphs 4 and 5 shall 
be notified to the Commission. 
 
7. Member States shall determine the conditions und er which a national 
identification number or any other identifier of ge neral application may 
be processed. 
 
Article 9 
 
Processing of personal data and freedom of expressi on 
 
Member States shall provide for exemptions or derog ations from the 
provisions of this Chapter, Chapter IV and Chapter VI for the processing 
of personal data carried out solely for journalisti c purposes or the 
purpose of artistic or literary expression only if they are necessary to 
reconcile the right to privacy with the rules gover ning freedom of 
expression. 
 
SECTION IV 
 
INFORMATION TO BE GIVEN TO THE DATA SUBJECT 
 
Article 10 
 
Information in cases of collection of data from the  data subject 
 
Member States shall provide that the controller or his representative 
must provide a data subject from whom data relating  to himself are 
collected with at least the following information, except where he 
already has it: 
 
(a) the identity of the controller and of his repre sentative, if any; 
 
(b) the purposes of the processing for which the da ta are intended; 
 
(c) any further information such as 
 
- the recipients or categories of recipients of the  data, 



 
- whether replies to the questions are obligatory o r voluntary, as well 
as the possible consequences of failure to reply, 
 
- the existence of the right of access to and the r ight to rectify the 
data concerning him 
 
in so far as such further information is necessary,  having regard to the 
specific circumstances in which the data are collec ted, to guarantee 
fair processing in respect of the data subject. 
 
Article 11 
 
Information where the data have not been obtained f rom the data subject 
 
1. Where the data have not been obtained from the d ata subject, Member 
States shall provide that the controller or his rep resentative must at 
the time of undertaking the recording of personal d ata or if a 
disclosure to a third party is envisaged, no later than the time when 
the data are first disclosed provide the data subje ct with at least the 
following information, except where he already has it: 
 
(a) the identity of the controller and of his repre sentative, if any; 
 
(b) the purposes of the processing; 
 
(c) any further information such as 
 
- the categories of data concerned, 
 
- the recipients or categories of recipients, 
 
- the existence of the right of access to and the r ight to rectify the 
data concerning him 
 
in so far as such further information is necessary,  having regard to the 
specific circumstances in which the data are proces sed, to guarantee 
fair processing in respect of the data subject. 
 
2. Paragraph 1 shall not apply where, in particular  for processing for 
statistical purposes or for the purposes of histori cal or scientific 
research, the provision of such information proves impossible or would 
involve a disproportionate effort or if recording o r disclosure is 
expressly laid down by law. In these cases Member S tates shall provide 
appropriate safeguards. 
 
SECTION V 
 
THE DATA SUBJECT'S RIGHT OF ACCESS TO DATA 
 
Article 12 
 
Right of access 
 
Member States shall guarantee every data subject th e right to obtain 
from the controller: 
 
(a) without constraint at reasonable intervals and without excessive 
delay or expense: 
 
- confirmation as to whether or not data relating t o him are being 



processed and information at least as to the purpos es of the processing, 
the categories of data concerned, and the recipient s or categories of 
recipients to whom the data are disclosed, 
 
- communication to him in an intelligible form of t he data undergoing 
processing and of any available information as to t heir source, 
 
- knowledge of the logic involved in any automatic processing of data 
concerning him at least in the case of the automate d decisions referred 
to in Article 15 (1); 
 
(b) as appropriate the rectification, erasure or bl ocking of data the 
processing of which does not comply with the provis ions of this 
Directive, in particular because of the incomplete or inaccurate nature 
of the data; 
 
(c) notification to third parties to whom the data have been disclosed 
of any rectification, erasure or blocking carried o ut in compliance with 
(b), unless this proves impossible or involves a di sproportionate effort. 
 
SECTION VI 
 
EXEMPTIONS AND RESTRICTIONS 
 
Article 13 
 
Exemptions and restrictions 
 
1. Member States may adopt legislative measures to restrict the scope of 
the obligations and rights provided for in Articles  6 (1), 10, 11 (1), 
12 and 21 when such a restriction constitutes a nec essary measures to 
safeguard: 
 
(a) national security; 
 
(b) defence; 
 
(c) public security; 
 
(d) the prevention, investigation, detection and pr osecution of criminal 
offences, or of breaches of ethics for regulated pr ofessions; 
 
(e) an important economic or financial interest of a Member State or of 
the European Union, including monetary, budgetary a nd taxation matters; 
 
(f) a monitoring, inspection or regulatory function  connected, even 
occasionally, with the exercise of official authori ty in cases referred 
to in (c), (d) and (e); 
 
(g) the protection of the data subject or of the ri ghts and freedoms of 
others. 
 
2. Subject to adequate legal safeguards, in particu lar that the data are 
not used for taking measures or decisions regarding  any particular 
individual, Member States may, where there is clear ly no risk of 
breaching the privacy of the data subject, restrict  by a legislative 
measure the rights provided for in Article 12 when data are processed 
solely for purposes of scientific research or are k ept in personal form 
for a period which does not exceed the period neces sary for the sole 
purpose of creating statistics. 
 



SECTION VII 
 
THE DATA SUBJECT'S RIGHT TO OBJECT 
 
Article 14 
 
The data subject's right to object 
 
Member States shall grant the data subject the righ t: 
 
(a) at least in the cases referred to in Article 7 (e) and (f), to 
object at any time on compelling legitimate grounds  relating to his 
particular situation to the processing of data rela ting to him, save 
where otherwise provided by national legislation. W here there is a 
justified objection, the processing instigated by t he controller may no 
longer involve those data; 
 
(b) to object, on request and free of charge, to th e processing of 
personal data relating to him which the controller anticipates being 
processed for the purposes of direct marketing, or to be informed before 
personal data are disclosed for the first time to t hird parties or used 
on their behalf for the purposes of direct marketin g, and to be 
expressly offered the right to object free of charg e to such disclosures 
or uses. 
 
Member States shall take the necessary measures to ensure that data 
subjects are aware of the existence of the right re ferred to in the 
first subparagraph of (b). 
 
Article 15 
 
Automated individual decisions 
 
1. Member States shall grant the right to every per son not to be subject 
to a decision which produces legal effects concerni ng him or 
significantly affects him and which is based solely  on automated 
processing of data intended to evaluate certain per sonal aspects 
relating to him, such as his performance at work, c reditworthiness, 
reliability, conduct, etc. 
 
2. Subject to the other Articles of this Directive,  Member States shall 
provide that a person may be subjected to a decisio n of the kind 
referred to in paragraph 1 if that decision: 
 
(a) is taken in the course of the entering into or performance of a 
contract, provided the request for the entering int o or the performance 
of the contract, lodged by the data subject, has be en satisfied or that 
there are suitable measures to safeguard his legiti mate interests, such 
as arrangements allowing him to put his point of vi ew; or 
 
(b) is authorized by a law which also lays down mea sures to safeguard 
the data subject's legitimate interests. 
 
SECTION VIII 
 
CONFIDENTIALITY AND SECURITY OF PROCESSING 
 
Article 16 
 
Confidentiality of processing 
 



Any person acting under the authority of the contro ller or of the 
processor, including the processor himself, who has  access to personal 
data must not process them except on instructions f rom the controller, 
unless he is required to do so by law. 
 
Article 17 
 
Security of processing 
 
1. Member States shall provide that the controller must implement 
appropriate technical and organizational measures t o protect personal 
data against accidental or unlawful destruction or accidental loss, 
alteration, unauthorized disclosure or access, in p articular where the 
processing involves the transmission of data over a  network, and against 
all other unlawful forms of processing. 
 
Having regard to the state of the art and the cost of their 
implementation, such measures shall ensure a level of security 
appropriate to the risks represented by the process ing and the nature of 
the data to be protected. 
 
2. The Member States shall provide that the control ler must, where 
processing is carried out on his behalf, choose a p rocessor providing 
sufficient guarantees in respect of the technical s ecurity measures and 
organizational measures governing the processing to  be carried out, and 
must ensure compliance with those measures. 
 
3. The carrying out of processing by way of a proce ssor must be governed 
by a contract or legal act binding the processor to  the controller and 
stipulating in particular that: 
 
- the processor shall act only on instructions from  the controller, 
 
- the obligations set out in paragraph 1, as define d by the law of the 
Member State in which the processor is established,  shall also be 
incumbent on the processor. 
 
4. For the purposes of keeping proof, the parts of the contract or the 
legal act relating to data protection and the requi rements relating to 
the measures referred to in paragraph 1 shall be in  writing or in 
another equivalent form. 
 
SECTION IX 
 
NOTIFICATION 
 
Article 18 
 
Obligation to notify the supervisory authority 
 
1. Member States shall provide that the controller or his 
representative, if any, must notify the supervisory  authority referred 
to in Article 28 before carrying out any wholly or partly automatic 
processing operation or set of such operations inte nded to serve a 
single purpose or several related purposes. 
 
2. Member States may provide for the simplification  of or exemption from 
notification only in the following cases and under the following 
conditions: 
 
- where, for categories of processing operations wh ich are unlikely, 



taking account of the data to be processed, to affe ct adversely the 
rights and freedoms of data subjects, they specify the purposes of the 
processing, the data or categories of data undergoi ng processing, the 
category or categories of data subject, the recipie nts or categories of 
recipient to whom the data are to be disclosed and the length of time 
the data are to be stored, and/or 
 
- where the controller, in compliance with the nati onal law which 
governs him, appoints a personal data protection of ficial, responsible 
in particular: 
 
- for ensuring in an independent manner the interna l application of the 
national provisions taken pursuant to this Directiv e 
 
- for keeping the register of processing operations  carried out by the 
controller, containing the items of information ref erred to in Article 
21 (2), 
 
thereby ensuring that the rights and freedoms of th e data subjects are 
unlikely to be adversely affected by the processing  operations. 
 
3. Member States may provide that paragraph 1 does not apply to 
processing whose sole purpose is the keeping of a r egister which 
according to laws or regulations is intended to pro vide information to 
the public and which is open to consultation either  by the public in 
general or by any person demonstrating a legitimate  interest. 
 
4. Member States may provide for an exemption from the obligation to 
notify or a simplification of the notification in t he case of processing 
operations referred to in Article 8 (2) (d). 
 
5. Member States may stipulate that certain or all non-automatic 
processing operations involving personal data shall  be notified, or 
provide for these processing operations to be subje ct to simplified 
notification. 
 
Article 19 
 
Contents of notification 
 
1. Member States shall specify the information to b e given in the 
notification. It shall include at least: 
 
(a) the name and address of the controller and of h is representative, if 
any; 
 
(b) the purpose or purposes of the processing; 
 
(c) a description of the category or categories of data subject and of 
the data or categories of data relating to them; 
 
(d) the recipients or categories of recipient to wh om the data might be 
disclosed; 
 
(e) proposed transfers of data to third countries; 
 
(f) a general description allowing a preliminary as sessment to be made 
of the appropriateness of the measures taken pursua nt to Article 17 to 
ensure security of processing. 
 
2. Member States shall specify the procedures under  which any change 



affecting the information referred to in paragraph 1 must be notified to 
the supervisory authority. 
 
Article 20 
 
Prior checking 
 
1. Member States shall determine the processing ope rations likely to 
present specific risks to the rights and freedoms o f data subjects and 
shall check that these processing operations are ex amined prior to the 
start thereof. 
 
2. Such prior checks shall be carried out by the su pervisory authority 
following receipt of a notification from the contro ller or by the data 
protection official, who, in cases of doubt, must c onsult the 
supervisory authority. 
 
3. Member States may also carry out such checks in the context of 
preparation either of a measure of the national par liament or of a 
measure based on such a legislative measure, which define the nature of 
the processing and lay down appropriate safeguards.  
 
Article 21 
 
Publicizing of processing operations 
 
1. Member States shall take measures to ensure that  processing 
operations are publicized. 
 
2. Member States shall provide that a register of p rocessing operations 
notified in accordance with Article 18 shall be kep t by the supervisory 
authority. 
 
The register shall contain at least the information  listed in Article 19 
(1) (a) to (e). 
 
The register may be inspected by any person. 
 
3. Member States shall provide, in relation to proc essing operations not 
subject to notification, that controllers or anothe r body appointed by 
the Member States make available at least the infor mation referred to in 
Article 19 (1) (a) to (e) in an appropriate form to  any person on request. 
 
Member States may provide that this provision does not apply to 
processing whose sole purpose is the keeping of a r egister which 
according to laws or regulations is intended to pro vide information to 
the public and which is open to consultation either  by the public in 
general or by any person who can provide proof of a  legitimate interest. 
 
CHAPTER III JUDICIAL REMEDIES, LIABILITY AND SANCTI ONS 
 
Article 22 
 
Remedies 
 
Without prejudice to any administrative remedy for which provision may 
be made, inter alia before the supervisory authorit y referred to in 
Article 28, prior to referral to the judicial autho rity, Member States 
shall provide for the right of every person to a ju dicial remedy for any 
breach of the rights guaranteed him by the national  law applicable to 
the processing in question. 



 
Article 23 
 
Liability 
 
1. Member States shall provide that any person who has suffered damage 
as a result of an unlawful processing operation or of any act 
incompatible with the national provisions adopted p ursuant to this 
Directive is entitled to receive compensation from the controller for 
the damage suffered. 
 
2. The controller may be exempted from this liabili ty, in whole or in 
part, if he proves that he is not responsible for t he event giving rise 
to the damage. 
 
Article 24 
 
Sanctions 
 
The Member States shall adopt suitable measures to ensure the full 
implementation of the provisions of this Directive and shall in 
particular lay down the sanctions to be imposed in case of infringement 
of the provisions adopted pursuant to this Directiv e. 
 
CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES 
 
Article 25 
 
Principles 
 
1. The Member States shall provide that the transfe r to a third country 
of personal data which are undergoing processing or  are intended for 
processing after transfer may take place only if, w ithout prejudice to 
compliance with the national provisions adopted pur suant to the other 
provisions of this Directive, the third country in question ensures an 
adequate level of protection. 
 
2. The adequacy of the level of protection afforded  by a third country 
shall be assessed in the light of all the circumsta nces surrounding a 
data transfer operation or set of data transfer ope rations; particular 
consideration shall be given to the nature of the d ata, the purpose and 
duration of the proposed processing operation or op erations, the country 
of origin and country of final destination, the rul es of law, both 
general and sectoral, in force in the third country  in question and the 
professional rules and security measures which are complied with in that 
country. 
 
3. The Member States and the Commission shall infor m each other of cases 
where they consider that a third country does not e nsure an adequate 
level of protection within the meaning of paragraph  2. 
 
4. Where the Commission finds, under the procedure provided for in 
Article 31 (2), that a third country does not ensur e an adequate level 
of protection within the meaning of paragraph 2 of this Article, Member 
States shall take the measures necessary to prevent  any transfer of data 
of the same type to the third country in question. 
 
5. At the appropriate time, the Commission shall en ter into negotiations 
with a view to remedying the situation resulting fr om the finding made 
pursuant to paragraph 4. 
 



6. The Commission may find, in accordance with the procedure referred to 
in Article 31 (2), that a third country ensures an adequate level of 
protection within the meaning of paragraph 2 of thi s Article, by reason 
of its domestic law or of the international commitm ents it has entered 
into, particularly upon conclusion of the negotiati ons referred to in 
paragraph 5, for the protection of the private live s and basic freedoms 
and rights of individuals. 
 
Member States shall take the measures necessary to comply with the 
Commission's decision. 
 
Article 26 
 
Derogations 
 
1. By way of derogation from Article 25 and save wh ere otherwise 
provided by domestic law governing particular cases , Member States shall 
provide that a transfer or a set of transfers of pe rsonal data to a 
third country which does not ensure an adequate lev el of protection 
within the meaning of Article 25 (2) may take place  on condition that: 
 
(a) the data subject has given his consent unambigu ously to the proposed 
transfer; or 
 
(b) the transfer is necessary for the performance o f a contract between 
the data subject and the controller or the implemen tation of 
precontractual measures taken in response to the da ta subject's request; or 
 
(c) the transfer is necessary for the conclusion or  performance of a 
contract concluded in the interest of the data subj ect between the 
controller and a third party; or 
 
(d) the transfer is necessary or legally required o n important public 
interest grounds, or for the establishment, exercis e or defence of legal 
claims; or 
 
(e) the transfer is necessary in order to protect t he vital interests of 
the data subject; or 
 
(f) the transfer is made from a register which acco rding to laws or 
regulations is intended to provide information to t he public and which 
is open to consultation either by the public in gen eral or by any person 
who can demonstrate legitimate interest, to the ext ent that the 
conditions laid down in law for consultation are fu lfilled in the 
particular case. 
 
2. Without prejudice to paragraph 1, a Member State  may authorize a 
transfer or a set of transfers of personal data to a third country which 
does not ensure an adequate level of protection wit hin the meaning of 
Article 25 (2), where the controller adduces adequa te safeguards with 
respect to the protection of the privacy and fundam ental rights and 
freedoms of individuals and as regards the exercise  of the corresponding 
rights; such safeguards may in particular result fr om appropriate 
contractual clauses. 
 
3. The Member State shall inform the Commission and  the other Member 
States of the authorizations it grants pursuant to paragraph 2. 
 
If a Member State or the Commission objects on just ified grounds 
involving the protection of the privacy and fundame ntal rights and 
freedoms of individuals, the Commission shall take appropriate measures 



in accordance with the procedure laid down in Artic le 31 (2). 
 
Member States shall take the necessary measures to comply with the 
Commission's decision. 
 
4. Where the Commission decides, in accordance with  the procedure 
referred to in Article 31 (2), that certain standar d contractual clauses 
offer sufficient safeguards as required by paragrap h 2, Member States 
shall take the necessary measures to comply with th e Commission's decision. 
 
CHAPTER V CODES OF CONDUCT 
 
Article 27 
 
1. The Member States and the Commission shall encou rage the drawing up 
of codes of conduct intended to contribute to the p roper implementation 
of the national provisions adopted by the Member St ates pursuant to this 
Directive, taking account of the specific features of the various sectors. 
 
2. Member States shall make provision for trade ass ociations and other 
bodies representing other categories of controllers  which have drawn up 
draft national codes or which have the intention of  amending or 
extending existing national codes to be able to sub mit them to the 
opinion of the national authority. 
 
Member States shall make provision for this authori ty to ascertain, 
among other things, whether the drafts submitted to  it are in accordance 
with the national provisions adopted pursuant to th is Directive. If it 
sees fit, the authority shall seek the views of dat a subjects or their 
representatives. 
 
3. Draft Community codes, and amendments or extensi ons to existing 
Community codes, may be submitted to the Working Pa rty referred to in 
Article 29. This Working Party shall determine, amo ng other things, 
whether the drafts submitted to it are in accordanc e with the national 
provisions adopted pursuant to this Directive. If i t sees fit, the 
authority shall seek the views of data subjects or their 
representatives. The Commission may ensure appropri ate publicity for the 
codes which have been approved by the Working Party . 
 
CHAPTER VI SUPERVISORY AUTHORITY AND WORKING PARTY ON THE PROTECTION OF 
INDIVIDUALS WITH REGARD TO THE PROCESSING OF PERSONAL DATA 
 
Article 28 
 
Supervisory authority 
 
1. Each Member State shall provide that one or more  public authorities 
are responsible for monitoring the application with in its territory of 
the provisions adopted by the Member States pursuan t to this Directive. 
 
These authorities shall act with complete independe nce in exercising the 
functions entrusted to them. 
 
2. Each Member State shall provide that the supervi sory authorities are 
consulted when drawing up administrative measures o r regulations 
relating to the protection of individuals' rights a nd freedoms with 
regard to the processing of personal data. 
 
3. Each authority shall in particular be endowed wi th: 
 



- investigative powers, such as powers of access to  data forming the 
subject-matter of processing operations and powers to collect all the 
information necessary for the performance of its su pervisory duties, 
 
- effective powers of intervention, such as, for ex ample, that of 
delivering opinions before processing operations ar e carried out, in 
accordance with Article 20, and ensuring appropriat e publication of such 
opinions, of ordering the blocking, erasure or dest ruction of data, of 
imposing a temporary or definitive ban on processin g, of warning or 
admonishing the controller, or that of referring th e matter to national 
parliaments or other political institutions, 
 
- the power to engage in legal proceedings where th e national provisions 
adopted pursuant to this Directive have been violat ed or to bring these 
violations to the attention of the judicial authori ties. 
 
Decisions by the supervisory authority which give r ise to complaints may 
be appealed against through the courts. 
 
4. Each supervisory authority shall hear claims lod ged by any person, or 
by an association representing that person, concern ing the protection of 
his rights and freedoms in regard to the processing  of personal data. 
The person concerned shall be informed of the outco me of the claim. 
 
Each supervisory authority shall, in particular, he ar claims for checks 
on the lawfulness of data processing lodged by any person when the 
national provisions adopted pursuant to Article 13 of this Directive 
apply. The person shall at any rate be informed tha t a check has taken 
place. 
 
5. Each supervisory authority shall draw up a repor t on its activities 
at regular intervals. The report shall be made publ ic. 
 
6. Each supervisory authority is competent, whateve r the national law 
applicable to the processing in question, to exerci se, on the territory 
of its own Member State, the powers conferred on it  in accordance with 
paragraph 3. Each authority may be requested to exe rcise its powers by 
an authority of another Member State. 
 
The supervisory authorities shall cooperate with on e another to the 
extent necessary for the performance of their dutie s, in particular by 
exchanging all useful information. 
 
7. Member States shall provide that the members and  staff of the 
supervisory authority, even after their employment has ended, are to be 
subject to a duty of professional secrecy with rega rd to confidential 
information to which they have access. 
 
Article 29 
 
Working Party on the Protection of Individuals with  regard to the 
Processing of Personal Data 
 
1. A Working Party on the Protection of Individuals  with regard to the 
Processing of Personal Data, hereinafter referred t o as 'the Working 
Party', is hereby set up. 
 
It shall have advisory status and act independently . 
 
2. The Working Party shall be composed of a represe ntative of the 
supervisory authority or authorities designated by each Member State and 



of a representative of the authority or authorities  established for the 
Community institutions and bodies, and of a represe ntative of the 
Commission. 
 
Each member of the Working Party shall be designate d by the institution, 
authority or authorities which he represents. Where  a Member State has 
designated more than one supervisory authority, the y shall nominate a 
joint representative. The same shall apply to the a uthorities 
established for Community institutions and bodies. 
 
3. The Working Party shall take decisions by a simp le majority of the 
representatives of the supervisory authorities. 
 
4. The Working Party shall elect its chairman. The chairman's term of 
office shall be two years. His appointment shall be  renewable. 
 
5. The Working Party's secretariat shall be provide d by the Commission. 
 
6. The Working Party shall adopt its own rules of p rocedure. 
 
7. The Working Party shall consider items placed on  its agenda by its 
chairman, either on his own initiative or at the re quest of a 
representative of the supervisory authorities or at  the Commission's 
request. 
 
Article 30 
 
1. The Working Party shall: 
 
(a) examine any question covering the application o f the national 
measures adopted under this Directive in order to c ontribute to the 
uniform application of such measures; 
 
(b) give the Commission an opinion on the level of protection in the 
Community and in third countries; 
 
(c) advise the Commission on any proposed amendment  of this Directive, 
on any additional or specific measures to safeguard  the rights and 
freedoms of natural persons with regard to the proc essing of personal 
data and on any other proposed Community measures a ffecting such rights 
and freedoms; 
 
(d) give an opinion on codes of conduct drawn up at  Community level. 
 
2. If the Working Party finds that divergences like ly to affect the 
equivalence of protection for persons with regard t o the processing of 
personal data in the Community are arising between the laws or practices 
of Member States, it shall inform the Commission ac cordingly. 
 
3. The Working Party may, on its own initiative, ma ke recommendations on 
all matters relating to the protection of persons w ith regard to the 
processing of personal data in the Community. 
 
4. The Working Party's opinions and recommendations  shall be forwarded 
to the Commission and to the committee referred to in Article 31. 
 
5. The Commission shall inform the Working Party of  the action it has 
taken in response to its opinions and recommendatio ns. It shall do so in 
a report which shall also be forwarded to the Europ ean Parliament and 
the Council. The report shall be made public. 
 



6. The Working Party shall draw up an annual report  on the situation 
regarding the protection of natural persons with re gard to the 
processing of personal data in the Community and in  third countries, 
which it shall transmit to the Commission, the Euro pean Parliament and 
the Council. The report shall be made public. 
 
CHAPTER VII COMMUNITY IMPLEMENTING MEASURES 
 
Article 31 
 
The Committee 
 
1. The Commission shall be assisted by a committee composed of the 
representatives of the Member States and chaired by  the representative 
of the Commission. 
 
2. The representative of the Commission shall submi t to the committee a 
draft of the measures to be taken. The committee sh all deliver its 
opinion on the draft within a time limit which the chairman may lay down 
according to the urgency of the matter. 
 
The opinion shall be delivered by the majority laid  down in Article 148 
(2) of the Treaty. The votes of the representatives  of the Member States 
within the committee shall be weighted in the manne r set out in that 
Article. The chairman shall not vote. 
 
The Commission shall adopt measures which shall app ly immediately. 
However, if these measures are not in accordance wi th the opinion of the 
committee, they shall be communicated by the Commis sion to the Council 
forthwith. It that event: 
 
- the Commission shall defer application of the mea sures which it has 
decided for a period of three months from the date of communication, 
 
- the Council, acting by a qualified majority, may take a different 
decision within the time limit referred to in the f irst indent. 
 
FINAL PROVISIONS 
 
Article 32 
 
1. Member States shall bring into force the laws, r egulations and 
administrative provisions necessary to comply with this Directive at the 
latest at the end of a period of three years from t he date of its adoption. 
 
When Member States adopt these measures, they shall  contain a reference 
to this Directive or be accompanied by such referen ce on the occasion of 
their official publication. The methods of making s uch reference shall 
be laid down by the Member States. 
 
2. Member States shall ensure that processing alrea dy under way on the 
date the national provisions adopted pursuant to th is Directive enter 
into force, is brought into conformity with these p rovisions within 
three years of this date. 
 
By way of derogation from the preceding subparagrap h, Member States may 
provide that the processing of data already held in  manual filing 
systems on the date of entry into force of the nati onal provisions 
adopted in implementation of this Directive shall b e brought into 
conformity with Articles 6, 7 and 8 of this Directi ve within 12 years of 
the date on which it is adopted. Member States shal l, however, grant the 



data subject the right to obtain, at his request an d in particular at 
the time of exercising his right of access, the rec tification, erasure 
or blocking of data which are incomplete, inaccurat e or stored in a way 
incompatible with the legitimate purposes pursued b y the controller. 
 
3. By way of derogation from paragraph 2, Member St ates may provide, 
subject to suitable safeguards, that data kept for the sole purpose of 
historical research need not be brought into confor mity with Articles 6, 
7 and 8 of this Directive. 
 
4. Member States shall communicate to the Commissio n the text of the 
provisions of domestic law which they adopt in the field covered by this 
Directive. 
 
Article 33 
 
The Commission shall report to the Council and the European Parliament 
at regular intervals, starting not later than three  years after the date 
referred to in Article 32 (1), on the implementatio n of this Directive, 
attaching to its report, if necessary, suitable pro posals for 
amendments. The report shall be made public. 
 
The Commission shall examine, in particular, the ap plication of this 
Directive to the data processing of sound and image  data relating to 
natural persons and shall submit any appropriate pr oposals which prove 
to be necessary, taking account of developments in information 
technology and in the light of the state of progres s in the information 
society. 
 
Article 34 
 
This Directive is addressed to the Member States. 
 
Done at Luxembourg, 24 October 1995. 
 
For the European Parliament 
 
The President 
 
K. HAENSCH 
 
For the Council 
 
The President 
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